THE PAYMENT PROCESSOR

EVALUATION

choose payment

processors the same way they'd choose
Insurance: brand recognition, reasonable rates,

and whatever IT says is easiest to integrate.

This checklist helps you ask the right questions to understand total cost of
ownhership, revenue impact, and whether your processor's incentives align with

your growth goals.

We've organized it by role because a CFO cares about different things than a CTO.
But the underlying principle is the same: your payment processor should answer
these questions confidently and transparently. If they don't, that's your signal that
it's time to make a change.
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FOR THE CFO /FINANCE TEAM

Focus: Total cost of ownership and revenue impact

PRICING & TRUE COSTS

What's our effective cost per successful transaction (including all fees, chargebacks, and
fraud losses)?

How does your advertised rate compare to our all-in cost once we factor in declines and
chargebacks?

Are there hidden fees for chargebacks, monthly minimums, PCl compliance, or reporting?

How does pricing scale as our volume grows? Are there volume discounts or penalty tiers?

Who pays for fraudulent chargebacks—us or you?

REVENUE PERFORMANCE

What's our current approval rate, and how does it compare to industry benchmarks
for telecom?

What would a 5-point improvement in approval rate mean in actual dollars for our
business?

Can you show us our decline reason distribution and estimate our false decline rate?

How much revenue are we potentially losing to false declines each month?
Risk & liability

RISK & LIABILITY

What fraud protection guarantees do you offer? What's not covered?

What's our current chargeback rate, and what happens if we exceed card
network thresholds?

Do you have insurance or reserves backing your fraud guarantees?

What's your liability if your system goes down during a critical sales period?
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FOR THE CTO / TECHNOLOGY TEAM

Focus: Integration, reliability, and technical capabilities

INTEGRATION & IMPLEMENTATION

How long does typical integration take for an MVNO of our size?

What APIs, SDKs, and languages do you support?

Do you offer a sandbox environment for testing?

What's required from our dev team for initial integration and ongoing maintenance?

Can we integrate with our existing billing system, CRM, and customer support tools?

PERFORMANCE & LIABILITY

What's your average transaction processing time?

What's your uptime SLA, and what happens if you miss it?

How do you handle traffic spikes during promotions or seasonal peaks?

Do you have redundancy across data centers and geographic regions?

ARCHITECTURE & ROUTING

How many acquirer connections do you have?

If one acquirer declines a transaction, do you automatically retry with another?

What happens if one of our acquirers terminates the relationship or freezes our account?

Can you route transactions based on card type, geography, or transaction value?

How do you handle failed transactions—automatic retries, smart retry logic, customer notifications?
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FOR THE CTO/TECHNOLOGY TEAM CONT.

SECURITY & COMPLIANCE

What's your PCI-DSS compliance level?

How do you handle data privacy and GDPR/CCPA compliance?

What security certifications do you maintain (SOC 2, ISO 27001, etc.)?

How is customer payment data stored and protected?

What's your process for vulnerability management and security updates?

FOR THE COO / OPERATIONS TEAM

Focus: Day-to-day management and operational efficiency

REPORTING & VISIBILITY

Can we access real-time transaction data, or do we wait for monthly statements?

What metrics are available in your dashboard (approval rates, decline reasons, chargeback trends)?

Can we export data for our own analysis?

Do you offer automated reconciliation with our accounting systems?

Can we set up custom alerts for unusual activity, approval rate drops, or chargeback spikes?

CUSTOMER EXPERIENCE IMPACT

What's the customer experience when a transaction is declined?

Can we customize decline messages or offer alternative payment options automatically?

How do you handle customers who are close to their credit limit—partial payments,
payment plans?

What tools do you provide to reduce checkout friction?

How quickly can legitimate customers retry after a false decline?
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FOR THE COO / OPERATIONS TEAM CONT.

SUPPORT & RESPONSIVENESS

What does your customer support look like—24/7 access, dedicated account manager,
ticket system?

What's your average response time for critical payment issues?

How do you handle disputes and chargeback management?

Can you help us understand our payment data and optimize performance?

Do you provide regular business reviews showing our performance trends?

OPERATIONAL FLEXIBILITY

How quickly can we make changes to fraud rules, routing logic, or risk parameters?

Can we set different rules by channel (online vs. retail), product type, or customer segment?

What happens when we want to launch a new product or enter a new market?

How do you handle seasonal changes in transaction patterns (back-to-school, holidays)?

FOR THE CMO /GROWTH TEAM

Focus: Customer acquisition efficiency and growth enablement

CUSTOMER ACQUISITION IMPACT

What percentage of our marketing-driven transactions are being declined?

Are we losing customers at checkout due to payment friction?

Can you identify which traffic sources or campaigns have higher decline rates?

What's the impact of false declines on our customer acquisition cost?
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FOR THE CMO /GROWTH TEAM CONT.

CUSTOMER RETENTION & EXPERIENCE

How do payment declines affect our Net Promoter Score?

Are we losing high-value customers to payment issues?

Can we offer payment flexibility (partial payments, retries, alternative methods) to retain at-
risk customers?

What's the experience for international customers or travelers?

MARKET EXPANSION

Can you support us as we expand into new geographic markets?

What local payment methods can you accept (cards, wallets, ACH, local options)?

Do you understand payment patterns in our target international markets?

How do your fraud models handle customers in new regions we're entering?

COMPETITIVE POSITIONING

How does our approval rate compare to competitors in our market?

Are there payment capabilities we should offer to match or exceed competitor offerings?

Can faster, smoother payment processing become a competitive advantage for us?
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FOR THE CEO / EXECUTIVE TEAM

Focus: Strategic partnership and business alignment

STRATEGIC ALIGNMENT

Do you specialize in telecom, or are we just another vertical for you?

How many telecom/MVNO clients do you work with, and what's their average tenure?

Who are your reference clients we can speak with?

How do your incentives align with our growth goals?

PARTNERSHIP & SCALABILITY

Can you scale with us as we grow from [current subscribers] to [growth target]?

What happens if we're acquired or merge with another company?

How do you stay ahead of fraud trends and payment technology evolution?

What's your product roadmap, and how do clients influence it?

RISK & BUSINESS CONTINUITY

What's your financial stability? How long have you been in business?

Who are your banking partners, and what's your relationship history with them?

What happens if you lose a major acquirer relationship?

Do you have the capital reserves to back your fraud guarantees at scale?
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FOR THE CEO / EXECUTIVE TEAM CONT.

COMPETITIVE DIFFERENTIATION

Why should we choose you?

What can you do for telecom that generic processors can't?

What's your biggest client success story in wireless?

What do clients wish they'd known before they switched to you?

RED FLAGS: When to walk away

Regardless of your role, these responses should concern you:

We can't share that information" (about approval rates, decline reasons, or client
benchmarks)

"That's proprietary" (when asked about fraud models or decision logic—transparency
matters)

"You'll need to ask your account manager" (and then the account manager doesn't know)
Vague answers about uptime, reliability, or fraud guarantees

Inability to provide telecom-specific references or case studies

Pressure to signh quickly without answering technical questions

No clear escalation path for critical payment issues

"Industry standard" answers without specific numbers

GREEN FLAGS: What good looks like

Transparent data sharing about your performance and industry benchmarks
Telecom-specific expertise and references from similar clients

Clear fraud guarantees with real financial backing

Multiple acquirer connections with intelligent routing

Fast, confident answers to technical questions

Proactive performance optimization suggestions

Alighment of incentives—they succeed when you succeed

Real-time reporting and visibility into your payment data

REMEMBER: Your payment processor should welcome these questions and answer them confidently.
If they don't, that tells you everything you need to know.

Want to see how Vesta answers these questions for wireless providers? Get in touch.
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